
Table 2: Number of Affected Records by Type and Source of Breach 

Type of Breach Cause of Breach Number of Records 

Affected 

Percentage of 

Total Records 

Affected 

Unintentional  

Carelessness/Negligence 2,553,710 1.81% 

Technical improper 

disclosure 
2,461,813 1.74% 

Phishing 93,248,376 66.02% 

Ransomware 4,780,329 3.38% 

Other 432,399 0.31% 

Total 103,196,622 73.06% 

Malicious  

Cyber-attack/Hack 30,114,246 21.32% 

Malicious insider 5,199,447 3.68% 

Theft/Burglary 2,455,155  1.74% 

Total 36,768,848 26.03% 

Insufficient 

information 
 287,327 0.20% 

Total number of records 141,252,797 100.00% 

 

 

 

 


